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Unique identifiers

• Unique identifiers are at the heart of everything IANA, and 
our broader ICANN ecosystem, does. 

• Let’s talk about what unique identifiers are and the role 
they play.



https://www.identifiernews.com
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https://identifiernews.com
• identifiernews.com is a 

domain name, a human-
readable address that provides 
a memorable means to 
communicate a location on the 
Internet. 

• It forms part of a Uniform 
Resource Locator (URL), a 
common way of describing the 
location for something on the 
Internet. 

• We use domain names every 
day for website locations, as a 
part of email addresses, and 
more.



https://identifiernews.com
• In a URL, how do we know what 

type of transmission is needed to 
get to the location? 

• https is another part of the URL 
that signals the transmission 
method used to reach the location, 
known as a URI scheme. 

• https is short for for Secure 
Hypertext Transmission Protocol, 
the standard way we transmit web 
pages in an encrypted manner 

• There are others, like http for non-
encrypted web pages, and ftp for 
File Transfer Protocol, or rtsp for 
Realtime Streaming Protocol. 

• There are over 100 URI schemes.

https://identifiernews.com
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• Which server do we connect to to retrieve 
the data we want on the Internet?
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24.7 • Each device on the global 
network has a unique 
numerical identifier, 
called an IP address.

• Domain names are 
converted into these 
endpoint identifiers.



AS64496

AS72189

AS109248

• The Internet is comprised of billions of 
devices, impossible to know where each is. 

• Grouped into neighborhoods known as 
autonomous systems.  Each neighborhood 
may be an ISP, a company, or a data center. 

• Network operators only need to know the 
most efficient path between ASs without 
needing to know the location of each device. 

• Only track the exact connection for each 
device in their own network.



• Individual servers on the Internet 
often have multiple functions: 
serving websites, receiving email, 
offering file shares, running VPNs, 
hosting databases. 

• Each service is defined with a port, 
so a network connection is made to 
the specific port related to the type 
of connection you want to 
establish. Services available are 
denoted by a service name, and 
usually a unique port number. 

• When you’re requesting a web page 
you may connect to port 80 (for 
web servers), rather than 25 (for 
email transmission)
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• Our device connects to a server based on an IP address and 
port number, and gets back web page data. 

• Web pages are comprised of lots of different types of data — 
text, graphics, movies, interactive elements. How does a 
recipient know the different possible encodings to make sense 
of it?

https://www.identifiernews.com
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• Each piece of the transmission is coded with a media type 
which ties it to the underlying format. For example, video 
streaming may be video/h264, but a static photograph 
would be image/jpeg, wrapped in text defined with text/
html and interactive elements coded in with 
application/javascript 



• When requesting a web page, additional bits of data are sent with the 
request to signal preferences and abilities of the web browser. These are 
denoted with header fields. 

• One such field Accept-Language, signals language preference, so a 
website available in multiple languages will come back in the preferred 
language. 

• Language choice is encoded using language tags. For example, en means 
English, and en-US means specifically American English. 

https://identifiernews.com

Content-Language: en-US

Accept-Language: en



Unique identifiers are everywhere

• You’ve now received your web page, and think about how all these unique 
identifiers were involved: 

• The domain name - the human-friendly address of the website; 

• The URI scheme - that tells your computer the language (protocol) it needs 
to speak to request the website; 

• The IP address - the machine-readable identifier of the server the web site is 
located at; 

• The AS number - the neighborhood the server is located in where your ISP 
needs to send your request to; 

• The service name and port number - that tells you which door to knock on 
at the server; 

• The media type - which helps your computer decode the data it gets back 
into pieces it can understand and represent on your screen; 

• The header field specifies extra data for requests and responses; and 

• A language tag signals the language desired, available and sent.



What do these all have in common?

• All of these unique identifiers are just a fraction of those necessary to transmit 
a single webpage across the Internet. 

• Coordinating the Internet unique identifier systems is needed to ensure 
the Internet interoperates globally. 

• If any one of those identifier types didn’t have a common standardized 
meaning around the world, the web page would have failed to transmit across 
the Internet. 

• The IANA functions’ responsibility is to manage all those identifiers 
globally. 

• This example only highlights 9 of around 3,500 identifier types managed by 
IANA.



The IANA functions

• The record keeper for the unique names and numbers used by Internet 
technologies to interoperate. 

• The IANA functions pre-date ICANN. In 1998, ICANN was established to 
be the home of the IANA functions with global oversight. 

• The IANA team maintains these records according to policies 
established in standards organizations and by the multi-stakeholder 
Internet governance community.

Jon Postel (L) started the IANA; with 
Steve Crocker and Vint Cerf (R)



Let’s drill down into some areas of IANA operations

• Learn about the role of Regional Internet Registries 
• How country-code TLDs are managed 
• How internationalization works with domain names 
• The utility of key signing ceremonies 
• How time zones key the world synchronized
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Number Resources and the RIRs



Number Allocation

‣ While IANA is responsible for the entire address space of these 
identifiers, customers who need general-use IP addresses and AS 
numbers do not come directly to IANA. 

‣ Instead, they are distributed through a regional distribution system 
involving five Regional Internet Registries

ARIN

LACNIC

AfriNIC

RIPE NCC

APNIC



Allocation of Number Resources by IANA

• IANA allocates large blocks of IP addresses and ASNs to the five RIRs 
• These allocations are made according to global policies, established 

by ICANN’s Address Supporting Organization (ASO) 
• Allocations are made in compliance with service level agreements (SLAs) 

defined in the Service Level Agreement for the IANA Numbering 
Services 

• Deterministic decision making is used, using formulas to identify when 
RIRS qualify for more IANA allocations.



Allocation of Number Resources by RIRs

• Each RIR operates in its own service region, and sets policies through its 
own communities and accountability mechanisms. 
• Periodical conferences and policy development apparatus 
• Similar to ICANN, but at a regional-level for number resources 

• Network operators apply for resources in their respective region
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Country-code top-level domains (ccTLDs)



What are ccTLDs?

• We typically divide top-level domains into two broad categories: 
• Generic Top-Level Domains (gTLDs) 
• Global purpose 
• ICANN policy making and oversight 

• Country-code Top-Level Domains (ccTLDs) 
• Country-level purpose 
• Local policy making and oversight (within country) 
• Automatic qualification/disqualification 

• Policy that applies at the global level is devised within two respective 
ICANN supporting organizations: the GNSO and ccNSO respectively. 

• The enduring principles that define a ccTLD are contained in a seminal 
document “RFC 1591”, published in 1994 by Jon Postel



Country-code Top-Level Domains

• As the name implies, derived not from countries but from country 
codes 
• Country codes are specified by the international standard ISO 3166-1 
• This standard is used for many applications, not just ccTLDs (e.g. 

passports, currency, postal mail, even language subtags discussed 
earlier) 

• It provides alphabetical and numerical codings 
for countries and territories, ccTLDs only use 
one kind of coding — alpha-2 (two letters) 

• It is both the arbiter of  
    (a) what country/territory is eligible, and  
    (b) what their code should be, based on the 
          notion such decisions shouldn’t be done 
          by IANA.



ISO 3166-1 alpha-2 codes

AA

AB

AC

AD

AE

AF

AG

AH

AI

AJ

AK

AL

AM

AN

AO

AP

AQ

AR

AS

AT

AU

AV

AW

AX

AY

AZ

BA

BB

BC

BD

BE

BF

BG

BH

BI

BJ

BK

BL

BM

BN

BO

BP

BQ

BR

BS

BT

BU

BV

BW

BX

BY

BZ

CA

CB

CC

CD

CE

CF

CG

CH

CI

CJ

CK

CL

CM

CN

CO

CP

CQ

CR

CS

CT

CU

CV

CW

CX

CY

CZ

DA

DB

DC

DD

DE

DF

DG

DH

DI

DJ

DK

DL

DM

DN

DO

DP

DQ

DR

DS

DT

DU

DV

DW

DX

DY

DZ

EA

EB

EC

ED

EE

EF

EG

EH

EI

EJ

EK

EL

EM

EN

EO

EP

EQ

ER

ES

ET

EU

EV

EW

EX

EY

EZ

FA

FB

FC

FD

FE

FF

FG

FH

FI

FJ

FK

FL

FM

FN

FO

FP

FQ

FR

FS

FT

FU

FV

FW

FX

FY

FZ

GA

GB

GC

GD

GE

GF

GG

GH

GI

GJ

GK

GL

GM

GN

GO

GP

GQ

GR

GS

GT

GU

GV

GW

GX

GY

GZ

HA

HB

HC

HD

HE

HF

HG

HH

HI

HJ

HK

HL

HM

HN

HO

HP

HQ

HR

HS

HT

HU

HV

HW

HX

HY

HZ

IA

IB

IC

ID

IE

IF

IG

IH

II

IJ

IK

IL

IM

IN

IO

IP

IQ

IR

IS

IT

IU

IV

IW

IX

IY

IZ

JA

JB

JC

JD

JE

JF

JG

JH

JI

JJ

JK

JL

JM

JN

JO

JP

JQ

JR

JS

JT

JU

JV

JW

JX

JY

JZ

KA

KB

KC

KD

KE

KF

KG

KH

KI

KJ

KK

KL

KM

KN

KO

KP

KQ

KR

KS

KT

KU

KV

KW

KX

KY

KZ

LA

LB

LC

LD

LE

LF

LG

LH

LI

LJ

LK

LL

LM

LN

LO

LP

LQ

LR

LS

LT

LU

LV

LW

LX

LY

LZ

MA

MB

MC

MD

ME

MF

MG

MH

MI

MJ

MK

ML

MM

MN

MO

MP

MQ

MR

MS

MT

MU

MV

MW

MX

MY

MZ

NA

NB

NC

ND

NE

NF

NG

NH

NI

NJ

NK

NL

NM

NN

NO

NP

NQ

NR

NS

NT

NU

NV

NW

NX

NY

NZ

OA

OB

OC

OD

OE

OF

OG

OH

OI

OJ

OK

OL

OM

ON

OO

OP

OQ

OR

OS

OT

OU

OV

OW

OX

OY

OZ

PA

PB

PC

PD

PE

PF

PG

PH

PI

PJ

PK

PL

PM

PN

PO

PP

PQ

PR

PS

PT

PU

PV

PW

PX

PY

PZ

QA

QB

QC

QD

QE

QF

QG

QH

QI

QJ

QK

QL

QM

QN

QO

QP

QQ

QR

QS

QT

QU

QV

QW

QX

QY

QZ

RA

RB

RC

RD

RE

RF

RG

RH

RI

RJ

RK

RL

RM

RN

RO

RP

RQ

RR

RS

RT

RU

RV

RW

RX

RY

RZ

SA

SB

SC

SD

SE

SF

SG

SH

SI

SJ

SK

SL

SM

SN

SO

SP

SQ

SR

SS

ST

SU

SV

SW

SX

SY

SZ

TA

TB

TC

TD

TE

TF

TG

TH

TI

TJ

TK

TL

TM

TN

TO

TP

TQ

TR

TS

TT

TU

TV

TW

TX

TY

TZ

UA

UB

UC

UD

UE

UF

UG

UH

UI

UJ

UK

UL

UM

UN

UO

UP

UQ

UR

US

UT

UU

UV

UW

UX

UY

UZ

VA

VB

VC

VD

VE

VF

VG

VH

VI

VJ

VK

VL

VM

VN

VO

VP

VQ

VR

VS

VT

VU

VV

VW

VX

VY

VZ

WA

WB

WC

WD

WE

WF

WG

WH

WI

WJ

WK

WL

WM

WN

WO

WP

WQ

WR

WS

WT

WU

WV

WW

WX

WY

WZ

XA

XB

XC

XD

XE

XF

XG

XH

XI

XJ

XK

XL

XM

XN

XO

XP

XQ

XR

XS

XT

XU

XV

XW

XX

XY

XZ

YA

YB

YC

YD

YE

YF

YG

YH

YI

YJ

YK

YL

YM

YN

YO

YP

YQ

YR

YS

YT

YU

YV

YW

YX

YY

YZ

ZA

ZB

ZC

ZD

ZE

ZF

ZG

ZH

ZI

ZJ

ZK

ZL

ZM

ZN

ZO

ZP

ZQ

ZR

ZS

ZT

ZU

ZV

ZW

ZX

ZY

ZZ

AA Assigned in ISO 3166-1 standard

Transitionally Reserved

ISO 3166 MA Statuses

ISO 3166-1 Codes

AA Exceptionally Reserved

AA

AA Indeterminately Reserved



How are ccTLDs managed?

• ccTLDs are intended to be managed within their respective jurisdiction 
• An appointed trustee (the “ccTLD Manager”) is responsible for all 

facets of ccTLD operation within the country 
• Local accountability 

• IANA is responsible for evaluating requests to manage ccTLDs 
• Evaluates such requests on a number of policy criteria 
• Proceeds with requests when they satisfy all relevant criteria 
• Maintains an ongoing day-to-day operational relationship with the 

ccTLD manager to ensure the TLD continues to function (managing 
relevant data in the DNS root zone to enable the TLD) 

• Is not involved in day-to-day administration at the lower level 
(managing second-level registrations)



Policy responsibilities of ccTLD managers

• “trustees for the delegated domain, and have a duty to serve the 
community” … “both the nation, in the case of a country code, and the 
global Internet community”	  

• “Concerns about ‘rights’ and ‘ownership’ of domains are inappropriate.  … 
be concerned about ‘responsibilities’ and ‘service’ to the community.” 

• “equitable to all groups” 
• “Significantly interested parties in the domain should agree [the ccTLD 

manager]” 
• “actual management of the assigning of domain names, delegating 

subdomains and operating nameservers must be done with technical 
competence” 

• “This includes keeping [IANA] advised of the status of the domain, 
responding to requests in a timely manner, and operating the database 
with accuracy, robustness, and resilience”
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Internationalized Domain Names (IDNs)



The original DNS

grancompania.co

• Letters a-z 
• Digits 0-9 
• Hyphens



Internationalized Domain Names

grancompañía.co

grancompania.co

• Expressive beyond just what 
is provided by the ASCII (English) 
alphabet



Really useful for non-Latin scripts

测试.中国

Han (Chinese) 

테스트.한국

Hangul (Korean) 

испытание.рф

Cyrillic (Russian)

परीक्षा.भारत

Hindi (Indian) 
15 IDN TLDs for 15 writing systems

 مثال.إختبار
Arabic 
Right-to-left



Internationalized Domain Names

grancompañía.co

xn--grancompaa-s8a1c.co
• Internally, still comprised of 

letters-digits-hyphens 
• Algorithm converts between 

two representations



Based on Unicode

• 154,998 characters 
• 37 in LDH 

• Aims to encapsulate 
all the world’s 
writing systems



Unicode brings challenges

• So many letters in different writing systems look alike or are confusable 
• Unicode encapsulates symbols and other elements used in written 

communication 

• IDNA standard limits Unicode to only those that represent “letters” or 
letter-like things, no symbols or punctuation 

• Special characters for things like joining have specific limited rules on 
where they can appear 

• Much like the original LDH rules, constrains the possibilities to a 
reasonable subset 

• Doesn’t solve all the problems — mitigating the issues requires domain 
registries to implement specific rules for specific languages, formerly 
known as “IDN tables”, now “Label Generation Rulesets”



Label Generation Rulesets

• Rules that govern which letters and characters are needed to represent 
specific languages 

• You cannot commingle letters between languages to avoid confusability 
• Context rules where they can be constructed 
• Sets of code points that are interchangeable bundled together in 

“variant sets” 

• IANA developed the technical standard (RFC 7940), and houses a global 
repository of these rulesets contributed by TLD registries 

• ICANN has expert panels that develops common rules to be used at the 
root zone and to harmonize across different domains
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DNS Security and Key Signing 
Ceremonies



DNS Trust Anchor

• Security for the DNS (DNSSEC) is a hierarchical system of public key 
cryptography that matches the hierarchical delegation of the DNS itself. 

• The apex key is the Root Zone Key Signing Key (KSK), which serves as the 
singular trust anchor for the system. 

• In association with its role in managing the DNS root zone, IANA also 
manages the Root Zone KSK.

root

.alpha .example .omega

simple.example



Key ceremonies

• Approximately four times a year, special events are held called key 
signing ceremonies. During these events, specialized equipment is used 
to generate the cryptographic signatures required to secure the DNS root 
zone. 

• Access and roles are split among many people, so no one person can 
possibly access the private keys. 

US West KMF
El Segundo, California

US East KMF
Culpeper, Virginia



Key ceremonies

• Each ceremony is orchestrated using a comprehensive script that 
identifies each individual step that needs to be undertaken.



Trusted Community Representatives

• We use trusted community representatives, security experts from 
around the world, in many of the critical roles in the ceremony. 

• Current and former Latin American and Caribbean participants: 
• Hugo Salgado, Carlos Martinez, Jorge Etges, Sebastian Castro,  

Nicolas Antoniello 

• New volunteers welcome at https://iana.org/tcr



• Beyond in person attendance, ceremonies are 
streamed online and media is often in attendance to 
explain the story. 

• The purpose is to ensure trust in the process. 
DNSSEC only provides security if the community is 
confident the KSK has not been compromised.
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Keeping the world on time



Time Zones

• In the past… 
• Time was calculated based in each locality based on the average of 

when the sun was at its highest being midday (local mean time). 
• Zero longitude, through Greenwich Observatory in London, 

became a reference point for others in this system (Greenwich 
mean time, or GMT) 
• For each degree of longitude, add/subtract 4 minutes 

• This was fine until consistency of time across multiple locations 
became a factor 
• Railway timetables motivated in moving beyond this system, 

railroad companies implemented the timezones we know today in 
1883. 

• US Congress adopted the railroad’s system as official US time in 
1918.



Time Zones

• In modern era… 
• The time in a location is derived from a constant global source of 

time known as Coordinated Universal Time (UTC) 
• Rather than fractional offsets based on longitude of individual 

places, large bands of ‘time zones’ mostly correlate to whole hour 
offsets 
• A few exceptions (e.g. Nepal is +5:45) 

• In World War I, the idea of shifting the time to promote daylight in 
the evenings was established in many locations (daylight saving 
time) 
• Used in the summer time when the sun rising early was not seen 

as advantageous



Time Zones

• On computers and devices on the Internet… 
• Computer devices generally store time in UTC, and use special 

protocols to sync over the Internet to keep time in sync with 
millisecond precision (NTP) 

• Specialized clocks, like atomic clocks, are used as a reference for NTP 
servers 

• UTC is good for computers who need consistent record keeping, but 
doesn’t help when you want something to happen at ‘4pm’





The Time Zone Database

• A public resource, hosted by IANA, that provides data that can help 
people configure automated time conversations on their devices. 

• Not intended for end-user consumption, provides data that is imported 
into software libraries to implement automated conversions 

• Contains: 
• Machine-readable descriptions of time zone offsets, and when 

offsets change based on time/date (to implement DST) 
• Unique identifiers for each of these rulesets, with names based on a 

population center







The Time Zone Database

• It’s not official 

• Based on observations on ‘facts on the ground’ 

• Comprehensive notes in the repository explaining sources 

• Tries to source for authoritative sources (e.g. government laws and 
decrees) 

• Has become the defacto world standard for time zone representation 

• Used in most software, operating systems, etc.



Other interesting time zone facts

• The earth is not spinning at a constant rate, so every six months an 
assessment is made whether to add or remove an extra second to keep 
UTC in sync with the earth’s rotation (known as a ‘leap second’) 
• These are also tracked in the Time Zone Database 

• Some time zones are assessed on non-deterministic criteria, like when 
the moon is visible with the naked eye



Thank you! 

kim.davies@iana.org


